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What could go wrong?



AI 
Development 
Lifecycle

We've been doing 
testing all along. We 
just called it evals!



Introduction

We are familiar with the Software 
Development Lifecycle. A phased framework 
used to design, develop, test, and deploy 
high-quality software. Typically involving 
some or all of the following activities:

● Planning & Requirements Analysis
● Design
● Coding/Implementation
● Testing
● Deployment
● Maintenance

What happens when the 
requirements, design and 
implementation phases are 
compressed into a 
collection of text?

PROMPT



Evaluations(Evals) 
Code-based validation Prompt-driven logic

How do we validate 
the prompt-based 

requirement is 
followed?

With AI, we are moving from pre-determined logic to a probabilistic approach.
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The Evals Process

Write a prompt, specify 
behaviour, Doʼs & Donʼts and 
check a few chats yourself/ in the 
team, LAUNCH

Bug report!
● Selina reported that the 

bot responds in German 
to an Italian dealer

● Mark says that the bot 
didnʼt ask for his phone 
number

● The bot refused to answer 
Timʼs question on 
financing

01

02
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Should we wait for 
users to discover and 
report issues?

Isnʼt it better to perform 
some validation checks 
and testing BEFORE 
launch?

Bugs are inevitable in 
software and AI. But we can 
be more prepared!
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Write a prompt, specify behaviour, Doʼs 
& Donʼts and check a few chats 
yourself/ in the team and observe 
where it fails.

01

Write down the failure scenarios:
- Language not adhered to
- Phone number not asked for
- Financing questions must be 

answered
This becomes your first EVALS!

02

Create a dataset with user questions 
that simulate real & failure scenarios.
Perform an offline test with the prompt 
to see how the responses look.
Automatically grade the responses 
based on your EVALS and get a score.

03

Deploy your prompt with confidence.04



Evals <> Testing

Strate
gic 
budget
ing
Decrease avg 
time-to-hire by 20%. 
Achieve 50% 
participation in 
leadership program. 
XX 4

EDGE CASES <> 
PROMPT 
INJECTION
Edge cases are 
strange, unexpected 
behaviours like 
adversarial prompts 
or prompt injection 
attempts.

Strate
gic 
budget
ing
Decrease avg 
time-to-hire by 20%. 
Achieve 50% 
participation in 
leadership program. 
XX 3

REGRESSION 
TESTING <> 
RUNNING EVALS
When a prompt or AI 
system changes, you 
make sure that 
existing behaviour 
is not affected by 
running evals on 
the new version

Strate
gic 
budget
ing
Decrease avg 
time-to-hire by 20%. 
Achieve 50% 
participation in 
leadership program. 
XX 2

ASSERTIONS <> 
GRADERS

You create criteria 
for each assertion 
type - phone number 
format, language 
used which you 
evaluate on the 
eval dataset

Strate
gic 
budget
ing
Decrease avg 
time-to-hire by 20%. 
Achieve 50% 
participation in 
leadership program. 
XX 1

Test CaSES <> 
eval dATASETS

You capture 
expected user and 
system behaviour as 
scenarios in your 
dataset  

Testing & monitoring non-deterministic AI artifacts requires a different approach 



Prompt Creation
Create the first prompt version 
with required behaviours, 
business logic & domain 
information

Evals & Prompt adaptation
Include AS24 persona, 
necessary guardrails and setup 
evaluation criteria (evals)

Running evals & deploy
Create synthetic dataset, 
run evals, analyze results 
& deploy test version.

Monitoring & Analysis
Monitor bot experience, 
track costs, highlight 
issues and prompt 
enhancement suggestions

Step 1

Step 2

Step 3

Step 4/ Ongoing

WHO?

The Prompt Lifecycle

Feature PMs
Makram/Greg]

Adhisma
+

Feature PMs

Adhisma

Adhisma
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Testing & monitoring non-deterministic AI artifacts requires a different approach 



Monitoring 
user 
experience
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Understanding userʼs chatbot 
experience

How often does the user 
open the chatbot?
How long is a 
conversation?

User 
Engagement

Did the bot help in 
enriching the lead?
Did the bot increase the 
number of leads?

Did the bot reply faithfully 
to each question?
Did the bot adhere to the 
rules that we setup?

Business 
metrics

Bot 
experience

Web/App tracking Data reporting Chat Evals & 
Monitoring

Traditional engagement metrics do not fully capture the userʼs bot experience 



Monitoring: evals on “realˮ user 
messages + LLM-as-Judge

Real user conversations (logs) 

EVALS

Language Eval 98%

Phone Number Eval 99%

Financing QnA Eval 94%

Evaluate Bot Metrics Explore Bot Behavior

LLM-as-JUDGE

Were there any strange user requests?

Was there an inappropriate bot response?

Can the quality of the bot response be 
improved?

Human-in-Loop

Real user conversations (logs) 



Threat Protection 
& Guardrails



Preventing misuse of the bot

Illegal ScrapingBOT ATTACKS

Automated chat requests to a bot can 
lead to huge token costs.
This is typically used as a proxy to use 
OpenAI tokens for other use-cases.

If the LLM has tool calling enabled, it 
can be used to scrape or execute 
malicious code which would otherwise 
not be possible.

PROMPT INJECTION

Users could send malicious prompts 
(including code) in their prompts which 
can lead to some programs getting 
executed on company systems 
revealing confidential information.

Nefarious and other inappropriate behaviour gets identified during monitoring



Using Guardrails
There are several ways and places at which Guardrails are implemented to ensure security and 
compliance.

1. Directly in the prompt [common]
a. Prompt the LLM to not discuss certain topics, no mention of competitors, only crawl certain 

URLs
2. Prompt sanitation [common]

a. Every user prompt is checked to ensure that it does not contain any bad input by using the 
Moderations API provided by OpenAI. This is still not fool-proof but works as an additional 
check. 

3. Sandbox implementation [frequent]
a. Use an LLM in an isolated container and not running on the same server as other AS24 

service. Even if prompt injection attacks occur, no other system will be affected.
4. Secure function calling / agentic behaviour [case-dependent]

a. When an LLM is used to orchestrate internal API calls, an separate internal check is done to 
ensure that API access is allowed and called with right parameters.


