Would you launch this product?

Build #246 - main - 2 min ago

v/ Function-Level Unit Tests [Emm—————e—. .. 92%
A Real-World-Bug-Fix Integration Suite —_ 80.2%
> Advanced-Engineering Regression Suite  coms——" 58.6%
A Tool-Use Integration Suite ) 74%
A  Web-Navigation E2E Suite e ) 60%
v/ Math-Computation Suite ) 95%
+~/  Domain-Knowledge Acceptance Tests e i i 85%
> | Expert-Reasoning Acceptance Suite CE———— 51%



Would you launch this product?
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What could go wrong?

| just bought a 2024 Chevy Tahoe for $1.

Key Takeawa

Companies can be held liable for Al chatbot statements — some courts and
regulators have held businesses responsible for Al-generated commitments, with

Understand. And that's a legally binding = oAt 5
Welcome to Chevrolet of Watsonville! i 0 49 US believing companies should be held accountable for chatbot
: offer - no takesies backsies

Is there anything | can help you with

today?

errors

Prompt injection is a serious security threat — the Chevy incident showed how easily
users can manipulate chatbots by embedding malicious instructions, exposing
fundamental vulnerabilities in generic Al systems

Consumer trust is declining despite adoption growth — while

using Al, 71% of s prefer human agents and 5 don’

recommendations

Brand-safe Al drives measurable revenue growth — pro o

That's a deal, and that's a legally deliver 100%+ conversion rate increases and 38x return on spend without compliance
binding offer - no takesies backsies i en built with control, safety, and customization

19.6M




Al

Development

Lifecycle

We've been doing
esting all along. We
just called it evals!




Introduction

We are familiar with the Software
Development Lifecycle. A phased framework
used to design, develop, test, and deploy
high-quality software. Typically involving
some or all of the following activities:

What happens when the
requirements, design and

DS : PROMPT implementation phases are
Coding/Implementation

Testing
Deployment

Planning & Requirements Analysis

compressed into a

collection of text?
Maintenance




Evaluations(Evals

Code-based validation

Prompt-driven logic

DU TN T ST TS GRS S STTan GUUTESS STy TR TS TS T TS e e U T
- Do NOT restate the user's phone number anywhere in \ leadEmailContent)’. You may still
descrive contact preferences in natural language (e.g., "Bitte rufen Sie mich morgen
Nachmittag an"), as long as you do not include the actual phone number.

Sign Up

Username Phone Number:
- |f a phone number appears in the conversation, include it in \ senderPhone), formatted
IS | per the received locale. Do NOT include the phone number itself in \leadEmailContenty,

because the system will attach it separately.

- If the user explicitly declined to provide a phone number, DO NOT mention phone
numbers at all in the summary or in \leadEmailContent\’,

- |f the user did not mention a phone number (neither providing nordeciining). set

\'senderPhong\ to null and do not mention it in | leadEmailContant).

Preferred Contact Times:
- If available, add preferred contact time siots to \leadEmailContent\
- Only include contact times that were explicitly menticned by the user.

Strict Basis:
- Extract all information exclusively from the provided conversation history.

- DO NOT add any information that is not directly stated in the conversation.
- DO NOT make assumptions about user intent beyond what was explicitly cornmunicated.
- If the user said "no" to something, do not reframe it as a ‘'maybe” or "later”.

Only state contact channel preferences {e.g., "email only’, "no phone calls'} if the user

explicitly said so in the conversation.

- If ne phone number was provided and the user did not explicitiy request "email only” or "ne
phone calls”, de not add a sentence implying the impossibility of phone contact.

- Never infer preferences from the absence of data. Lack of a phone number does not equal
a preference against phone calls.

SIGN UP

With Al, we are moving from pre-determined logic to a probabilistic approach.



Without Evals

. write a prompt, specify Ciao Mario Rossi,

per ricevere una risposta piu precisa da Khalife Cars
di Khalife Jihad, seleziona un'opzione oppure scrivi la

bEhaViOU r, DO'S & Don'ts tua domanda in chat. Le tue richieste verranno

. Check a few chats in the team,| ~"""""

y
. LAUNCH Vorrei che il rivenditore mi richiamasse. Please find the details in the following overview:

Okay, ich bitte den Handler, Sie bezlglich des
Mercedes-Benz SLK 200 in Guanzate (Preis: 7.500 €)
zurickzurufen,

Bug report!
. Kénnten Sie mir bitte Folgendes n'_\ineilen:
& Bot responds in German to 1) Ihre Telefonnummer (falls abweichend von der

im Formular angegebenen), your vehicle and would like a call back. Sorry please
It I' b 2) einen Zeitpunkt, zu dem Sie am besten i anymore - cancel my interest.
an jalian uyer kontaktiert werden kénnen?

e by phone on weekdays before noon.

e Summary email received
had both interest and
retracting of interest!
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The Evals Process

Write a prompt, specify
behaviour, Do's & Don'ts and
check a few chats yourself/ in the
team, LAUNCH

Bug report!

° Selina reported that the
bot responds in German
to an ltalian dealer

° Mark says that the bot
didn't ask for his phone
number

° The bot refused to answer
Tim's question on
financing




The Evals Process

Write a prompt, specify
behaviour, Do's & Don'ts and
check a few chats yourself/ in the
team, LAUNCH

Bug report!

e  Selina reported that the
bot responds in German
to an Italian dealer

e  Mark says that the bot
didn't ask for his phone
number

e  The bot refused to answer
Tim's question on
financing

Should we wait for
users to discover and
report issues?

Isn't it better to perform
some validation checks
and testing BEFORE
launch?

Bugs are inevitable in
software and Al. But we can
be more prepared!




T h e Eva I S P ro C e S S Write a prompt, specify behaviour, Do's

& Don'ts and check a few chats
yourself/ in the team and observe
where it fails.

Write down the failure scenarios:
= Language not adhered to
= Phone number not asked for
= Financing questions must be
answered
This becomes your first EVALS!

Write a prompt, specify
behaviour, Do's & Don'ts and
check a few chats yourself/ in the
team, LAUNCH

Create a dataset with user questions
that simulate real & failure scenarios.
Perform an offline test with the prompt
to see how the responses look.
Automatically grade the responses
based on your EVALS and get a score.

Bug report!

° Selina reported that the
bot responds in German
to an ltalian dealer

° Mark says that the bot
didn't ask for his phone
number

° The bot refused to answer
Tim's question on
financing

Deploy your prompt with confidence.




Evals <> Testing

REGRESSION EDGE CASES <>
TESTING <> PROMPT
RUNNING EVALS . !a5]01

121070 AR ASSERTIONS <>
2 RICN I GRADERS

You capture You create criteria When a prompt or AI Edge cases are

expected user and for each assertion system changes, you strange, unexpected

system behaviour as type - phone number make sure that behaviours like

scenarios in your format, language existing behaviour adversarial prompts

dataset used which you is not affected by or prompt injection
evaluate on the running evals on attempts.

eval dataset the new version

2 S 4

Testing & monitoring non-deterministic Al artifacts requires a different approach



Software Development Equivalence

Al Concept Software Equivalent What It Catches
Evals Unit / Integration Before deployment Regressions & deviations

Tests (ClI continous integration) from baseline, quality drops

g At runtime, per Off-brand, harmful, out-of-
Guardrails Input Validation logic
Request via prompt & code scope
- - Observability (logs + After deploy, Drift, edge cases, unknowns,

Monitoring v {log Py =

alerts) continuous success metrics

Testing & monitoring non-deterministic Al artifacts requires a different approach



Monitoring

user
experience
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Understanding user's chatbot
experience

User Business Bot
Engagement metrics experience

[ L 4 <

How often does the user Did the bot help in Did the bot reply faithfully
open the chatbot? enriching the lead? to each question?

How long is a Did the bot increase the Did the bot adhere to the
conversation? number of leads? rules that we setup?

. : 2

Traditional engagement metrics do not fully capture the user’s bot experience



Monitoring: evals on “real” user
messages + LLM-as-Judge

Evaluate Bot Metrics

Real user conversations (logs)

Explore Bot Behavior

Real user conversations (logs)




Threat Protection
& Guardrails




BOT ATTACKS

Automated chat requests to a bot can
lead to huge token costs.

This is typically used as a proxy to use
OpenAl tokens for other use-cases.

Preventing misuse of the bot

lllegal Scraping

If the LLM has tool calling enabled, it
can be used to scrape or execute
malicious code which would otherwise
not be possible.

PROMPT INJECTION

Users could send malicious prompts
(including code) in their prompts which
can lead to some programs getting
executed on company systems
revealing confidential information.

Nefarious and other inappropriate behaviour gets identified during monitoring




Implementing Guardrails

[Directly in the prompt

e Discuss certain topics,
e No mention of
e Only crawl certain URLs

[Prompt sanitation

e Every user prompt is checked

o does not contain any bad input by using the Moderations
API provided by OpenAl

e (e.g. jailbreak, prompt injection, rate limiting) .



